UNIVERSITY OF MARYLAND SPORTS MEDICINE DEPARTMENT
H I P A A  Procedures
Definitions:

	HIPAA
	Health Insurance Portability and Accountability Act



	Individually Identifiable Health Information
	Created or received by a health care provider, health plan, or health-care clearinghouse.

Must relate to the past, present or future physical or mental health condition of the individual.

Identifies an individual or there is reasonable basis to believe the information can be used to identify the individual.



	Protected Health Information (PHI)
	Information that is individually identifiable since it contains one or more patient identifiers such as:

Name, SSN, address, phone, medical record entries, photographs, etc.



	Notice of Privacy Practices
	Document which describes a physician’s office / hospital’s legal duties in the use and disclosure of PHI.  Also outlines a patient’s individual rights to their PHI.



	Covered Entity
	Organizations that electronically transmit medical information such as claims, enrollment or eligibility information, referrals, or authorizations  (e.g.  health plans, health care clearinghouses, health care providers).



	Business Associates
	Persons or companies that perform or assist in the performance of health care services on behalf of the covered entity and have access to PHI (e.g.  shredding companies, imaging companies, housekeeping services, couriers, etc.)  Business Associates are required to sign an agreement that they will maintain confidentiality of patient and business information.



	Consent & Authorization
	Patients may be required to sign a Consent to use and disclosure of PHI for purposes of treatment, payment, and health care operations (TPO) at the time of registration.  Patients may also be required to sign an Authorization when the use or disclosure of PHI is for any other purpose than TPO.



	Minimum Necessary
	Use or disclosure of PHI must be limited to the “minimum necessary” to accomplish an intended purpose.



	Reasonable Safeguards
	Must be implemented to protect a patient’s privacy.



	Designated Record Set
	A group of records, including medical and billing records, regardless of medium, that contains protected health information, maintained by an entity (e.g. the University of Maryland) and used to help make decisions about patients.


Confidentiality:

The University of Maryland and its Department of Intercollegiate Athletics are committed to safeguarding the confidentiality of protected health information and other confidential information which is or may be contained in the records of the University and to ensuring that protected health information and other confidential information is used and/or disclosed only in accordance with the University’s policies and procedures and applicable state and federal law.

All University employees must hold confidential information used or obtained in the course of their duties in confidence.  All protected health information and other individually identifiable health information must be treated as confidential in accordance with professional ethics, accreditation standards, and legal requirements.  

PRIVACY REQUIREMENTS:

Everyone with access to health information and other confidential information is responsible for safeguarding its confidentiality.  Health information and other confidential information may be in paper, electronic, verbal, video, oral, or any other form, and must be protected regardless of form. 

Access to health information in any format must be limited to those persons who have a valid business or medical need for the information, or otherwise have a right to know the information.  Individuals who access clinical records from other organizations are expected to follow that organization’s requirements.

Any knowledge of a violation of this confidentiality policy must be reported to an immediate supervisor.  The supervisor will present the information to the Program Coordinator or Privacy Officer, as appropriate, for review and investigation.

POLICY ELEMENTS:

· Discuss patient / student-athlete information with authorized personnel only and only in a private location where unauthorized persons cannot overhear.

· Keep medical records and other confidential information secure and unavailable to persons not authorized to review or obtain those records or information.

· Follow specified procedures for use of electronic information systems, including use of individual passwords, logging off when finished, proper data entry techniques, and protection of displayed or printed information from unauthorized users.

· Omit the patient / student-athlete’s name and other unique identifiers when using case reports or hypotheticals for educational or training purposes.

· Verify with the patient / student-athlete what information may be given to the patient/student-athlete’s family and friends with the patient/student-athlete’s knowledge and permission.

· Screen requests for access to all patient / student-athlete and other confidential information so that the minimum necessary amount of information is made available and made available only to those persons who are legitimately involved in patient care, billing or administrative operations.

· Release patient / student-athlete medical records and other confidential information to external sources only upon receipt of written authorization from the patient/student-athlete.

· Use appropriate information security procedures for users of electronic information systems.

DE-IDENTIFICATION OF HEALTH INFORMATION:

Health information is considered de-identified, and therefore not subject to the rules for protected health information only if all the following information has been removed:

· Names, including patient, family, employer, and attending physician

· Geographic subdivisions smaller than a state, including street address, city, county, precinct, zip-code

· Elements of date (except year) for dates directly related to an individual, including birth-date, admission date, discharge date, date of death 

· All ages over 89 and all elements of date (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older

· Telephone numbers

· Fax numbers

· Electronic mail addresses

· Social security numbers

· Medical record numbers

· Health plan beneficiary numbers

· Account numbers

· Certificate or license numbers

· Vehicle identifiers and serial numbers, including license plate numbers

· Device identifiers and serial numbers

· Web universal resource locators (URLs)

· Internet Protocol (IP) address numbers

· Biometric identifiers, including finger and voice print

· Full face photographic images and any comparable images

· Any other unique identifying number, characteristic, or code

Information, which has been identified for all of the factors listed above, may be handled outside the constraints of this policy.  However, even de-identified health information should be handled with care and with an awareness of the need to protect the identity of the person to whom the information refers.

Information Systems:

The University of Maryland Sports Medicine Department’s information systems contain confidential information pertaining to student-athletes / patients, health care professionals, the department, and the University Of Maryland Department Of Intercollegiate Athletics.  These systems may include computer hard drives, removable media storage mediums, filing cabinets, and medical records.  This information is a major asset to the University of Maryland Sports Medicine Department and is required by law to be protected.  The use of information systems is shared by many individuals and imposes many obligations.  

University of Maryland Sports Medicine Personnel will:

· Only disclose information, verbally and in written form, to those authorized to receive it;

· Respect the privacy and rules governing the use of any information accessible through an information system or computer network and only utilize information necessary for performance of my job;

· Report any violation of confidentiality of computer usage policies;

· Respect the ownership of proprietary software;

· Respect the finite capability of the systems and limit my use so as not to interfere unreasonably with the activity of others;

· Abide by all the procedures and policies established to manage the use of the system.

University of Maryland Sports Medicine Personnel will not:
· Exhibit or divulge the contents of any record or report except to fulfill a work assignment;

· Attempt to access information by using a user identification code or password other than my own;

· Remove any records, reports, or copies from their storage location except in the performance of my duties;

· Release my user identification code or password to anyone or allow anyone to access or alter information under my identity;  I will only make incidental person use of these resources;

· Use these resources to engage in illegal activities, or harass anyone;

· Allow unauthorized use of information maintained, stored or processed  by the University of Maryland Sports Medicine Department;

· See personal benefit of, or permit others to benefit personally by any confidential information or use of equipment available through my work assignment;

· Remove any documents from the University of Maryland Sports Medicine Department, for any reason, without prior consent from the Assistant Athletic Director- Sports Medicine and/or his/her designee.
University of Maryland Sports Medicine Personnel should be aware that:

· The University of Maryland Sports Medicine Department purchases or licenses the use of copies of computer software from a variety of outside companies.

· The University of Maryland Sports Medicine Department does not own the copyright to this software or its related documentation and, unless authorized by the software developer, does not have the right to reproduce it for use on more than one computer.

· With regard to the use on local area networks or on multiple machines, University of Maryland Sports Medicine Department personnel shall use the software only in accordance with the license agreement.

· University of Maryland Sports Medicine Department personnel learning of any misuse of software or related documentation within the department shall notify the Assistant Athletic Director- Sports Medicine and/or the Director of Athletics immediately.

· According to the US Copyright Law, illegal reproduction of software can be subjected to civil damages of as much as $100,000 per work copied and criminal penalties, including fines and imprisonment.  University of Maryland Sports Medicine personnel who knowingly make, acquire, or use unauthorized copies of computer software shall be disciplined as appropriate under the circumstances.  Such discipline may include termination.  The University of Maryland Sports Medicine Department does not condone the illegal duplication of software.

Telephone Procedures:

· Members of the University of Maryland Sports Medicine Department should verify Consent and Authorization before disclosing any PHI.

· Members of the University of Maryland Sports Medicine Department should not disclose PHI over the phone to persons other than University of Maryland Team Physicians and/or medical consultants, except in “Urgent” situations.

· If disclosing PHI over the phone, personnel should verify with the recipient that they are in a “private” location before disclosing PHI.

· When utilizing Nextel “Direct Connect” to disclose PHI, personnel MUST ensure that their phone and the phone of the person they are talking to are changed to the “private” setting.

· Members of the University of Maryland Sports Medicine Department should verify the identity of the person that they are talking to at all times.

Fax Procedures:

· Most unintentional disclosures of PHI occur due to errors in fax transmissions.

· Members of the University of Maryland Sports Medicine Department must periodically check / verify all routine fax numbers for accuracy.

· All fax cover sheets must contain an approved confidentiality statement.

· The documents accompanying this telecopy transmission contains confidential information belonging to the sender that is legally privileged.  This information is intended only for the use of the individual or entity named above.  If you are not the intended recipient, you are hereby notified that any disclosure, copying, distribution, or action taken in reliance on the contents of these documents is strictly prohibited.  If you received this telecopy in error, please notify the sender at the contact number above immediately to arrange for return of these documents.

· Members of the University of Maryland Sports Medicine Department should verify Consent and Authorization before faxing any PHI.

· Faxing of PHI should be limited as much as possible to “Urgent” situations.

· Fax trays should be routinely emptied, storing PHI in a secure location.

E-mail Procedures:

· Members of the University of Maryland Sports Medicine Department must double-check / verify all email addresses before sending PHI through electronic means.

· All outgoing email messages must contain an approved confidentiality statement in the signature line.

· The foregoing message may contain confidential information belonging to the sender that is legally protected and/or privileged.  This message is intended only for the use of the person(s) named above.  If you are not the intended recipient, you are hereby notified that any disclosure, copying, dissemination, distribution, or action taken in reliance on the contents of this message is strictly prohibited.  If you are not the intended recipient, please immediately contact the sender by reply e-mail and destroy all copies of the original message.  Thank you.

· Personnel should not disclose their email password to anyone and/or display the password on or near their desk.

· Personnel should adhere to all privacy standards relating to the use of computer workstations.

Computer Procedures:

· All computer workstations should have screen savers set to the lowest possible “time-out” setting (1 minute) and be password protected.

· Computer passwords should be periodically changed to prevent unauthorized use.

· Personnel should not disclose their password to anyone and should not leave the password written on or near their desk.

· Personnel should position their monitor so that only they can see it, if possible.

· All University of Maryland Sports Medicine Department Personnel will be assigned a log-in to be used in conjunction with the Sports Injury Monitoring System (SIMS) Program, SportPharm Pharmacy Inventory System, and ImPACT Neuropsychological Testing Software Program.

· Personnel should escape to the main menu and/or log out from the Sports Injury Monitoring System (SIMS) Program, the SportPharm Pharmacy Inventory System, and/or the ImPACT Neuropsychological Testing Software Program when not actively working on a patient file.

· Personnel should log out from the Sports Injury Monitoring System (SIMS) Program, the SportPharm Pharmacy Inventory System, and/or the ImPACT Neuropsychological Testing Software Program when leaving their workstation.

Medical Records / Folders:

· All medical records / folders are the property of the University of Maryland Sports Medicine Department and should remain in a lockable file cabinet and/or desk at all times.

· Student-athlete medical records / folders should not be left out on desks and/or stored in mailboxes.

· Student-athlete medical records / folders ARE NOT permitted to leave the sports medicine facility at any time.

· Only authorized personnel are permitted to handle student-athlete medical records / folders.

Release of Protected Health Information:

· All members of the University of Maryland Sports Medicine Department will receive and verify appropriate Consent and Authorization before releasing PHI.

· All releases of PHI must be appropriately documented / logged in the student-athlete’s medical record and/or SIMS file.

Daily Injury Reports:

· University of Maryland Sports Medicine Department Personnel will not print paper copies of daily injury reports and/or fax daily injury reports to members of the coaching staff and/or Media Relations Department.

· All daily injury reports will be emailed to the appropriate personnel.

· Members of the University of Maryland Sports Medicine Department should also verbally communicate the contents of the daily injury report to the coaching staff and/or Media Relations Department in the privacy of their offices.

Media Relations:

· The student-athlete, members of the University of Maryland Sports Medicine Department, members of the coaching staff, and members of the University of Maryland Media Relations Department will consult with each other to determine what medical information is appropriate to be released to working media members as necessary.

· Members of the University of Maryland Sports Medicine Department who release additional information without the written permission of the student-athlete and the Associate Athletic Director- Media Relations and/or his/her designee are in direct violation of national, state, and University of Maryland Department of Intercollegiate Athletics policies and are subject to disciplinary action, including, but not limited to a decreased performance appraisal and/or termination.

HIPAA Forms:

All forms should be completed and signed in BLUE INK!
All forms are valid for a maximum of one (1) year from the date signed.

Authorization for Use, Disclosure, and Release of Health Information Form-

· Must be completed by every student-athlete during the course of their pre-participation physical examination at the beginning of every school year and whenever needed throughout the course of the year.

· Designed to be a blanket authorization for all general uses.  Specific entities might require a more specific form to be completed.

· Student-athletes are encouraged to check:

· Entire record (Information to be Released section)
· All boxes (Purpose for Disclosure section)
· University of Maryland Sports Medicine Department representative should sign and print in the “witness” section.

· Expires one (1) year from the date signed.

· Write student-athlete’s sport on the upper right corner of the form
· Make THREE (3) copies-
· Original-  File on left side of student-athlete’s medical folder, underneath of health history & physical exams

· Travel binder

· Gossett Team House Athletic Training Room Insurance Books

· Insurance Coordinator

Authorization to Share “Protected Health Information” (PHI) Form-

· Used to respond to insurance company requests for authorization in order to share PHI.

Revocation of Authorization Form-

· Used by student-athletes who wish to revoke a previous authorization for the release of PHI.

· Must list specifically what information the student-athlete wishes to revoke.

· File the original on the right side of student-athlete’s medical folder.

· University of Maryland Sports Medicine Department personnel should carry copies of this form with them at all times.

Protected Health Information (PHI) Release Form-

· Used to release PHI to a specific person, entity, etc.

Penalties for HIPAA Non-Compliance:

· If someone knowingly makes a disclosure in violation of the Rule, potential penalties can include fines up to $50,000.00 and one (1) year imprisonment.
· An offense committed with the intent to sell, transfer, or use PHI for commercial gain can incur fines up to $250,000.00 and ten (10) years imprisonment.

HIPAA / Privacy Coordinator:

Questions regarding HIPAA should be directed to:
	Deanna Bennett
Assistant Athletic Trainer  /  HIPAA Coordinator
Comcast Center

PO Box 295  /  Terrapin Trail

College Park, MD  20742-0295

Office-  (301) 314-7137

Cell-  (240) 417-1557
Fax-  (301) 314-9439

Email-  dbennett@umd.edu 
	Darryl Conway
Assistant Athletic Director- Sports Medicine

Gossett Football Team House

PO Box 295

College Park, MD  20742-0295

Office-  (301) 314-2663

Cell-  (240) 417-6479

Fax-  (301) 314-6549

Email-  dconway@umd.edu 
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